Brussels, 1st June 2018

Cybersecurity Act: Ethical hacking* does
matter!
Eurosmart welcomes the EU Council general approach to perform
pen-testing for assurance level “high” and urges the European
Parliament to extend it to level “substantial”
On 30th of May the Council issued its general approach on the Cybersecurity act which is currently
examined by the ITRE Committee of the European Parliament.
Eurosmart, the voice of the European Digital Security industry, welcomes the Council proposal to carry
out mandatory penetration testing (also known as Ethical Hacking) for assurance level “high” while
evaluating the resistance level to potential attack of a product or a service.
Penetration testing or ethical hacking is the only rigorous way to evaluate the robustness of an ICT
product and to check that the necessary security functionalities referring to the state-of-the-art are
correctly implemented.
“Our digital world is more and more interconnected, it processes a huge quantity of sensitive personal
data. The Cybersecurity act must consciously tackle these evolving risks.” – explained Stefane Mouille,
President of Eurosmart. “Products and services are continuously exposed to the threat of high skilled
malicious attackers who can exploit unchecked vulnerabilities. The European Cybersecurity model
cannot suffer from a lack of seriousness when evaluating products, with no strategic ethical hacking
process the detection of ICT product vulnerabilities remains impossible. Such vulnerabilities
undermine the European cybersecurity which would run the risk of massive Cyberattacks.”
The Digital Security Industry has a long track record in performing ethical hacking while evaluating
their products. Eurosmart is one of the founding father of SOG-IS, coordinating the development of
high level certificates. Therefore, Ethical hacking is a proof of excellence of the Digital Security Industry
in Europe as well as a unique asset for European players in a global market.
Eurosmart urges the European Parliament and the members of ITRE Committee to take penetration
testing and ethical hacking into consideration and to extend it to level “substantial”. This is a
fundamental element to make the European Digital single market the safest possible environment
both for citizens and for the Industry.
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*Definition:

“

Ethical Hacking (pen-testing – penetration testing)

is the act of
locating weaknesses and vulnerabilities of devices and information systems by
anticipating the intent, actions and skills of malicious hackers. Ethical Hacking is
done on a defensive purpose with the objective to improve the security of devices
and information systems, and to give assurance that they will resist to attacks with
similar intent, actions and skills once released and operated.

”
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About us
Eurosmart, the Voice of the Digital Security Industry, is an international non-profit association located
in Brussels, representing the Digital Security Industry for multisector applications. Founded in 1995,
the association is committed to expanding the world’s Digital secure devices market, developing smart
security standards and continuously improving the quality of security applications.

Our members
Members are manufacturers of secure element, semiconductors, smart cards, secure software, High
Security Hardware and terminals, biometric technology providers, system integrators, application
developers and issuers.

Eurosmart members are companies (Fingerprint Cards, Gemalto, Giesecke+Devrient, GS TAG, IDEMIA,
IN GROUPE, Infineon Technologies, Inside Secure, Internet of Trust, Linxens, Nedcard, NXP
Semiconductors, +ID, Real Casa de la Moneda, Samsung, Sanoïa, STMicroelectronics, Toshiba, Trusted
Objects, WISekey, Winbond), laboratories (CEA-LETI, Keolabs), research organisations (Fraunhofer
AISEC), associations (SCS Innovation cluster, Smart Payment Association, Mobismart, Danish
Biometrics).
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