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CERTIFICATION  ➔ TRUST
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“TRUST should be further strengthened
by offering information in a transparent
manner on the level of security of ICT
products, ICT services and ICT processes
...”

“An increase in trust can be facilitated
by Union-wide CERTIFICATION providing
for common cybersecurity requirements
and evaluation criteria across national
markets and sectors.”

Cybersecurity Act – Section (7)



AT EUROSMART WE HAVE PREPARED : 

SOLVING BOTH VENDORS and USERS PAINS… 



WITH THE NEW EU CSA REGULATION WE NEED A NEW 
CERTIFICATION SCHEME FOR IOT TO TACKLE :

• Cost, time, validity
• Can’t be applied to the 50 Billion IoT product market ! Not enough

resources to do that…

• Subjective
• What is the credibility of the evaluation lab/pentester/etc. ?What

does secure mean? Can we compare more or less secure products?

• Scope
• Silo Approach - they often cover part of the problem, specific to an

industry (banking, ID) but security & privacy is now a concern of
every business and citizen.

• Poor Security Definition
• There is no common and holistic approach to define security

requirements per profile taking into account the threat model & risks
due to the intended usage
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3 Security Assurance Levels – Focusing on Substantial

• Basic
• Minimize the known basic risks of incidents and cyberattacks

• Substantial
• Minimize the known cybersecurity risks, and the risk of incidents and 

cyberattacks carried out by actors with limited skills and resources

• High
• Minimize the risk of state-of-the-art cyberattacks carried out by actors 

with significant skills and resources

Assurance based on Risk
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MODULAR TOE/DUT
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IoT ROE 
(Crypto, Bootloader, Secure storage, etc.)

IoT Core
(OS, Connectivity, Drivers, etc.)

IoT Application

IoT HW 
(SoC, SE)
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RISK-BASED IoT MARKET VERTICALS
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Consumer

• Impacts on Privacy

Entreprise

• Financial Impacts…

Industrial

• Impacts on 
Availability…

Critical

• Impacts on Safety…

➔ on special 
government interest

Impacts Prioritization

SUBSTANTIALHIGH BASIC



VENDOR’s STEPS
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Methodology

• Collect1

• Define2

• Decide3
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A Risk-Based quick approach to create a security profile

which looks like this:



RISK-BASED - SECURITY ASSURANCE ACTIVITIES 
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SUBSTANTIAL

• Conformity Analysis (Doc Review, Source Code Review, Composition 
Analysis, Security Functional Testing)

• Vulnerability Analysis (Scanning, Basic Robustness Testing, Advanced 
Robustness Testing, Non-Intrusive Pentesting)



HOW EN 303 465 and TS 103 701 ARE USED ?

Link to ETSI
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eIoT SCS

VQ

Security 
Profile

Risk-Based 
Approach



EN 303 465 Security Profile | Mapping

BASIC SECURITY ASSURANCE LEVEL 
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CERTIFICATION EXPECTED DURATION
BASIC

• Vendor Questionnaire Analysis 
• Installation of the product
• Conformity Analysis (docs)

• Conformity Assessment/Doc Review
• Evaluation Report Review
• Certificate Issuance 

1-2
MAN/DAYS

0.5 
MAN/DAYS

1.5-2.5
MAN/DAYS

• Security Profile Creation (Per domain 
(consumer, enterprise, industrial…)

0 MAN/DAYS (ETSI EN 
303 465)

0   +



CERTIFICATION EXPECTED DURATION
SUBSTANTIAL

• Vendor Questionnaire Analysis 
• Installation of the product
• Conformity Analysis 

• Risk-Based Vulnerability Analysis
• Evaluation Report Review
• Certificate Issuance 

2-5
MAN/DAYS

5-10
MAN/DAYS

7-15
MAN/DAYS

Pre-defined 

by the

Security 

Profile

• Security Profile Creation5-12 MAN/DAYS

5-12   +



E-IoT-SCS
KEY TAKEAWAYS
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Open Source (https://www.eurosmart.digital/eurosmart-iot-certification-scheme/)

Supported Several Industrials (Vendors, Labs, TICs) and by ENISA 
(https://www.enisa.europa.eu/publications/recommendations-for-european-
standardisation-in-relation-to-csa-ii)

Built-In Risk Analysis adapted to IoT

Full Compliance with the EU Cybersecurity Act - Article 54

BASIC assurance relies completely on ETSI EN 303 465 and TS 103 701 and 
partially for the SUBSTANTIAL level

Simple process solving both vendors and users pain

The END…

https://www.eurosmart.digital/eurosmart-iot-certification-scheme/
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