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Targeted consultations — Online Surveys

Online Surveys

* National Competent Authorities (CAs, CSIRTs and SPOCs).

Which stakeholder groups were
consulted?

* Operators of Essential Services (OESS).

» Digital Service Providers (DSPs).

3 questionnaires were available online for all stakeholder groups:
_ » CAs with 46 respondents.

How many Online Surveys?
* OESs with 49 respondents.

* DSPs with 9 respondents.

When were the Online Surveys The launch date was the week of 13 — 17 July. The Online Surveys were

delivered? closed on 4 September. European 4
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Online Surveys — CAs profile

CAs respondents were asked ‘In which capacity are you replying to this questionnaire?’.

The pie chart below shows the distribution of respondents to the CAs
online survey given the following categories: (1) Centralised national
competent authority; (2) Sectoral national competent authority.

34%

I Centralised national competent authorities
Sectoral national competent authorities

Source: Targeted online survey conducted by Wavestone with CAs. N for CAs=46

The pie chart below illustrates the sub-division of the Centralised
national competent authority into (1) Centralised national CSIRT; (2)
Single Point of Contact; (3) Both SPOC and CSIRT,; (4) Not specified
centralised national competent authority.

B Centralised national CSIRT
Single Point of Contact (SPOC)

Il Both CSIRT and SPOC

I Not specified
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Bulgaria
Croatia
Cyprus

Denmark
Estonia
Finland
France

Germany
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Hungary
Ireland
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Luxembourg
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Poland
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Romania

Slovakia

Slovenia

Sweden

Online Surveys — CAs countries of origin

The histogram below shows the countries of origin of the consulted CAs.
0% 2% 4% 6% 8%  10%

12% 14% 16% 18%

4%
2%
2%

17%
2%
[ 7%
2%
2%
2%
2%
2%
A 13%

4%

4%
2%

9%

2%
2%

4%
2%

4%

Source: Targeted online survey conducted by Wavestone with CAs. N for CAs=46
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Online Surveys — OESs profile

OESs respondents were asked ‘In which capacity are you replying to this questionnaire?’ and given the following options: (1) Operator of Essential
Services (OES) covered within the NIS Directive; (2) Entities providing services outside the current scope of the NIS Directive which are essential to the
functioning of the economy and society such as telecoms, public administration, chemical and food sector, social platforms, media, etc.; (3) Other. The pie
chart below shows the distribution of respondents to the OESs online survey:

| Operator of essential services (OES) covered within the NIS Directive
Providers of essential services which are outside the current scope of the Directive
Other

Other: Financial sector collaborative defence and information sharing consortium
ATM/ANS
DSP
Cybersecurity researcher
EU Agency (Energy Sector)
Trade association
Telecoms
Professional association
German Technical and Scientific Association for Gas and Water

European 7
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Online Surveys — DSPs profile

DSPs respondents were asked ‘In which capacity are you replying to this questionnaire?’ and given the following options: (1) Digital Service Provider
(DSP) covered within the NIS Directive; (2) Entities providing services outside the current scope of the NIS Directive which are essential to the functioning of
the economy and society such geolocation services, social network and data centres and content delivery networks; (3) Other. The pie chart below shows the
distribution of respondents to the DSPs online survey.

I Digital service provider (DSP) covered within the NIS Directive
Providers of essential services which are outside the current scope of the Directive
Other

0,
£ Other: Providers of secure hardware for OES and DSPs

Information security company
Interested party

Cybersecurity Company
Provider of security technologies

European 8
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Targeted consultations — In-depth interviews

In-depth interviews

* National Competent Authorities (CAS).

« Operators of Essential Services (OESS).

Which stakeholder groups were
consulted?

» Digital Service Providers (DSPs).
* EU Institutions and Agencies.

* Think-Tanks.

How many interviews were 16 interviews: 4 CAs; 7 OESs; 2 DSPs; 2 EU Institutions and Agencies; 1
conducted? Think-Tank,

When were the in-depth interviews The in-depth interviews were conducted from second half of July to the
delivered? first week of September (23 July 2020 — 8 September 2020.
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Limitations of the targeted consultations

Despite the extensive consultation activities with stakeholders and the open public consultation, there are a number of issues that has affected the

robustness of the study findings:

» The lack of available evidences in some cases prevented a quantitative analysis of the changes introduced by the NIS Directive, e.g. costs and

benefits of implementing the NIS Directive;

» The partial contributions to the online surveys by the Member States (responses covered 22 EU countries) prevented a fully-fledged comparative

analysis across the European Union;

« The low response rate from DSPs in all consultation activities carried out by the study, which may result from the “light touch approach”, ex-post

supervision towards DSPs, and compliance to several international standards; and

The limited evidences on the actual impacts of the Directive, since the Directive has been implemented by the Member States only as of 2018.

The above-mentioned issues limited the analysis especially in relation to the “EU added-value”, “effectiveness” and “efficiency” evaluation criteria.

European 11
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Relevance

The relevance analysis assessed how the objectives set at the time of the NIS Directive adoption correspond to the (current) needs and problems

in society and the economy, as well as to the wider EU policy priorities and goals.

The problems and needs that were considered most prominent when the NIS Directive was adopted are still relevant and most likely require

in?

action at EU level.

L]

Main problems: Main needs: New challenges:

* the increasing magnitude, frequency and + to implement security measures to manage +  the increasing interconnectedness and
impact of security incidents, and harmful cybersecurity risks, and prevent, minimise and reliance on digital infrastructures,
actions; notify incidents; technologies and online systems; and

« the unequal cybersecurity capabilities and * to harmonise the identification process of +  the resilience and trust in the supply chain.
preparedness in the Member States; OESs across the Member States; and

* the lack of common requirements for OESs and + to addresss the ineffective approach for

DSPs; and determining the DSPs falling under the scope

European 12

* the insufficient structured cooperation among of the Directive. e
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Relevance — NISD shortcomings - CAS

CAs respondents were asked ‘Taking account of the potential problems that need to be addressed today with cybersecurity legislation at EU
level, to what extent do the following issues represent shortcomings of the NIS Directive?’. The histogram below shows the distribution of

responses to the CAs online survey:

Ineffective approach for determining
the digital service providers

Insufficient consideration of critical
internet-related technologies/entities

Insufficient clarity and framework for addressing
the challenges of cross-border dependencies

Ineffective light-touch regulatory approach
when it comes to incident reporting

Misalignment of security requirements
for operators of essential services

Insufficient reporting
due to high thresholds

Ineffective light-touch regulatory approach
when it comes to security requirements

Lack of incident reporting
requirements harmonization

Insufficient clarity on the
establishment of jurisdiction

00/3% 10% 20% 30% 40% 50% 60% 70% 80% 90%
{ 9% 13% 15% 39% 22%
0%
o
13% 26% 35% 17% 9%
0%
o
6% 33% 33% 17% 11%
4/%
9% 20% 28% 17% 22%
%
11% 28% 35% 9% 11%
1?1%
17% 17% 33% 9% 11%
4/%
6% 22% 20% 22% 26%
i
21% 23% 21% 16% 12%
%
13% 15% 11% 26% 28%

Source: Targeted online survey conducted by Wavestone with CAs. N for CAs=46

100%

Not at all

To a small extent
8 To some extent
I To a moderate extent
I To a great extent

| do not know
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Relevance — NISD shortcomings - OESs

OESs respondents were asked ‘Taking account of the potential problems that need to be addressed today with cybersecurity legislation at
EU level, to what extent do the following issues represent shortcomings of the NIS Directive?’. The histogram below shows the distribution of
responses to the OESs online survey:

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Lack of incident reporting 4% 10%

. - 14% 23% 35% 14%
requirements harmonisation

Insufficient incentives for

. 4% 8% 10%
voluntary reporting schemes

Not at all
To a small extent
10% I To some extent
I To a moderate extent
I 7o a great extent

Insufficient consideration of critical

0, 0
internet-related technologies 2N

Misalignment of security requirements

0, 0, 0,
for OESs across Member States A% e | do not know
Limited information sharing 206 12% 8% 16% 339 29%
between Member States
Inconsistent identification 14% 10% 23% 18% 27% 8%
process of OESs
Source: Targeted online survey conducted by Wavestone with OESs. N for OESs=49 i European 14
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Relevance — NISD shortcomings - DSPs

DSPs respondents were asked ‘Taking account of the potential problems that need to be addressed today with cybersecurity legislation at
EU level, to what extent do the following issues represent shortcomings of the NIS Directive?’. The histogram below shows the distribution of
responses to the DSPs online survey:

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

Lack of incident reporting requirements harmonization
throughout European’s and Member States’ 0% 15L%) 45% 44% 0%
legislative frameworks

0%
Lack of a central reporting and coordination hub

at EU level where all incidents, including 11% 0% (L8 11% 67% 0%

sector-specific ones, could be reported

Not at all

To a limited extent
0% I To some extent

I To a moderate extent

Inconsistent identification process of essential
operators required to implement security 0% 8L 33% 45% 11%
requirements and report incidents

Limited cross-border consultations and exchanges

between competent authorities regarding [0 8 ERZ) 56% 33%
the identification of operators of essential services 0% 0% Il 7o a great extent
0 0
Insufficient clarity and framework for addressing the | do not know
challenges of cross-border dependencies, 0% 33% 22% 45% 0%
including outside the EU
9 0%
Limited information shar!ng among 7 11% 11% 45% 330
operators of essential services
0%
Limited scope of the Directive, not covering sectors
and/or services with critical societal and economic 11% 11% 22% 22% 34% 0%
activities which may be vulnerable to cyber risks
Source: Targeted online survey conducted by Wavestone with DSPs. N for DSPs=9 o European 15
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Coherence

W

The analysis of the coherence criterion focuses on the legal examination of concepts and definitions, as well as specific provisions of other EU

interventions, with a view to assess their consistency with the NIS Directive.

The legislation examined include but are not limited to: Directive (EU) 2018/1972 (EECC); Directive 2015/2366/EU (PSD2 Directive); Regulation (EU)

No 910/2014 (eIDAS Regulation); Regulation 2016/679 (GDPR) ; and Regulation (EU) 2019/881 (Cybersecurity Act).

External coherence Internal coherence

There is a good degree of consistency of concepts and

o o Although the majority of the respondents declared that the
definitions between the Directive and the other EU o _ _ o
_ _ definitions provided in the NIS Directive are clear enough,
instruments. However, a better alignment among _ _
a number of undefined legal concepts are present in

the Directive, e.g. definition of OESs and DSPs;

certain legal instruments could still be reached in

relation to definitions, such as the notion of ‘incident’, _
_ _ _ ‘significant’ or ‘substantial’ impact and ‘appropriate and
as well as reporting requirements, which are _ _ o
_ _ N proportionated technical and organisational measures to
heterogeneous in terms of reporting authorities,
_ _ manage the risks'.
thresholds, timeframe, and penalties. ’

European
Commission
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External Coherence - EECC

CAs, OESs, and DSPs respondents were asked ‘“To what extent do you believe that the provisions of the NIS Directive and obligations

stemming from these provisions are coherent with the following EU initiatives?’. The histogram below shows the distribution of responses to

the online survey:

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

35%

68%

22%

CAs

OESs

DSPs

Not at all
[ To alimited extent
P To some extent
I To a moderate extent
I To a great extent

| do not know

Source: Targeted online survey conducted by Wavestone with CAs, OESs, and DSPs. N for CAs=43; N for OESs= 49; N for DSPs= 9.

* %k

* gk

ot

European
Commission

17



External Coherence - elDAS

CAs, OESs, and DSPs respondents were asked ‘“To what extent do you believe that the provisions of the NIS Directive and obligations
stemming from these provisions are coherent with the following EU initiatives?’. The histogram below shows the distribution of responses to

the online survey:

100%
90%
80%
70%
60% Not at all
’ [ To alimited extent
50% [ To some extent
I To a moderate extent
40% I To a great extent
| do not know
30% 61%
20% 42%
10%

11%

0%
CAs OESs DSPs

Source: Targeted online survey conducted by Wavestone with CAs, OESs, and DSPs. N for CAs=43; N for OESs= 49; N for DSPs= 9. E';::g_lei‘;‘;on 18



External Coherence - GDPR

CAs, OESs, and DSPs respondents were asked ‘“To what extent do you believe that the provisions of the NIS Directive and obligations
stemming from these provisions are coherent with the following EU initiatives?’. The histogram below shows the distribution of responses to
the online survey:

100% 0%
90% -
80%
70%
Not at all
0,
60% [ To alimited extent
50% [ To some extent
I To a moderate extent
40% I To a great extent
| do not know
30%
20% 0,
3204 37%
10%
11%
0%
CAs OESs DSPs
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Source: Targeted online survey conducted by Wavestone with CAs, OESs, and DSPs. N for CAs=43; N for OESs= 49; N for DSPs= 9.



External Coherence - PSD?2

CAs, OESs, and DSPs respondents were asked ‘“To what extent do you believe that the provisions of the NIS Directive and obligations
stemming from these provisions are coherent with the following EU initiatives?’. The histogram below shows the distribution of responses to

the online survey:

100% 0% 0%
8%
90% 22%
80%
70%
Not at all
60% To a limited extent
8 To some extent
50% I To a moderate extent
. Il To a great extent
40% | do not know
68%
30%
51%
20%
34%
10%
0%
CAs OESs DSPs

Source: Targeted online survey conducted by Wavestone with CAs, OESs, and DSPs. N for CAs=43; N for OESs= 49; N for DSPs= 9. Ez:gs-neiigion 20
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Internal Coherence — CAs, OESs and DSPs

CAs, OESs and DSPs respondents were asked ‘In your view, are the definitions and/or concepts provided in the Directive clear enough?’.
The pie charts below shows the distribution of responses to the CAs, OESs and DSPs online surveys:

CAs OESs DSPs B Ves
I No

| do not know

European 21
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information at the EU level.

<
g
EU Added Value |
=
o o
The EU added value criterion investigates the extent to which the NIS Directive has contributed to boost the overall level of cybersecurity in the EU in a
way that could not have been achieved by Member States on their own, as well as it examines the need for continued EU action.
The NIS Directive: Several elements suggest that EU intervention is
» created a common legal framework to ensure a still needed:
high level of network and information security + the general objective of the Directive has not
across the Union; o been fully achieved;
ensured the implementation of a minimum set of & * harmonisation between Member States,
security requirements; despite significative efforts, remains
promoted the adoption of national frameworks incomplete, e.g. OESs identification;
and the designation of national competent * new policy measures should be considered
authorities in charge of the monitoring and within the revision of the NIS Directive, e.g.
implementation of the Directive; supply chain security, new technologies, public-
raised awareness about the importance of private partnerships.
cybersecurity in the EU; and
fostered cooperation and exchange of
European

Commission
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EU Added Value — New policy measures -
CAsS

CAs respondents were asked ‘In light of a potential revision of the NIS Directive, to what extent should the following new policy concepts,
currently under discussion throughout the review process, be considered?’. The histogram below shows the distribution of responses to the
CAs online survey:

0%  10% 20% 30% 40% 50% 60% 70% 80%  90%  100%

Suppy chain security 2% EL) 24% 54% 9%

Public-private partnerships to ensure 9 7 - 7 o
secure sharing of information 2470 — S e 2o

Institutionalised framework for information sharing,

for cross-border dependencies and other similar situations 9% 15% 37% 28% 11%
concerning threats or incidents with cross-border impact
Not at all
Coordinated vulnerability disclosure [0% 24% 41% 24% 11% To a limited extent

P To some extent

Proactive capabilities for national (and/or sectoral) Bl To a moderate extent

CSIRTSs to support detection and resolve of 4% 15% 39% 22% 20%
potential vulnerabilities for OESs and DSPs I To a great extent
Security requirements for public | do not know

and private procurement procedures 0% 30% 26% 31% 11%
(e.g. principle-based, guidelines, etc)

Harmonised templates and channels for 5 o o 0 o
reporting obligations per sector or type of service: 1 LaP v 26% 9%

Established and structured framework for cooperation

and information sharing between law 6% 20% 33% 17% 22%
enforcement and cybersecurity authorities B%)
Coordinated gathering of statistical 15% 30% 3706 29 BERT

information at EU level

Source: Targeted online survey conducted by Wavestone with CAs. N for CAs=46 - Europe:an. 23
i ommission
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EU Added Value — New policy measures -

OESSs

OESs respondents were asked ‘In light of a potential revision of the NIS Directive, to what extent should the following new policy concepts,
currently under discussion throughout the review process, be considered?’. The histogram below shows the distribution of responses to the

OESs online survey:

Coordinated vulnerability disclosure

Established and structured framework for cooperation
and information sharing between law enforcement and

cybersecurity authorities
Institutionalised framework for information sharing among

and joint supervision by NCAs and/or national CSIRTs
for cross-border dependencies

Suppy chain security

Coordinated gathering of statistical information at EU level

Security requirements for public and private
procurement procedures

Proactive capabilities for national (and/or sectoral) CSIRTs
to support detection and resolve of potential vulnerabilities
for OESs and DSPs

Public-private partnerships to ensure secure
sharing of information

Harmonised templates and channels for reporting
obligations per sector or type of service

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%
4% 20% 25% 37% 12%
N
2%
6% 25% 22% 39% 6%
~N
2%
6% 20% 31% 29% 12%
~N
2%
6% 6% 22% 25% 33% 8%
4% 6% 20% 31% 25% 14%
4% 16% 8% 33% 21% 18%
2% 8% 29% 27% 24% 10%
2% 8% 29% 27% 24% 10%
16% 25% 27% 18% 12%

?%

Source: Targeted online survey conducted by Wavestone with OESs. N for OESs=49

Not at all

To a limited extent
P To some extent
I To a moderate extent
I To a great extent

| do not know
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EU Added Value — New policy measures -

DSPs

DSPs respondents were asked ‘In light of a potential revision of the NIS Directive, to what extent should the following new policy concepts,
currently under discussion throughout the review process, be considered?’. The histogram below shows the distribution of responses to the

DSPs online survey:

Harmonised templates and channels for reporting
obligations per sector or type of service

Coordinated gathering of statistical information at EU level

Established and structured framework for cooperation
and information sharing between law enforcement and
cybersecurity authorities

Security requirements for public and private
procurement procedures

Suppy chain security

Institutionalised framework for information sharing among
and joint supervision by NCAs and/or national CSIRTs
for cross-border dependencies

Public-private partnerships to ensure secure
sharing of information

Coordinated vulnerability disclosure

Proactive capabilities for national (and/or sectoral) CSIRTs
to support detection and resolve of potential vulnerabilities
for OESs and DSPs

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%

11% 11% [01%) 22% 56%
0%
11% 11% 11% 11% 56%
22% 11% 22% 45%
B e o
22% 11% 11% 45% 11%
11% 11% 33% 11% 34%
11% 11% 34% 22% 22%

Source: Targeted online survey conducted by Wavestone with DSPs. N for DSPs=9

Not at all

To a limited extent
P To some extent
I To a moderate extent
I To a great extent

| do not know
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Effectiveness
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Effectiveness assessed the extent to which the general and specific objectives of the NIS Directive have been achieved.

General objective

The NIS Directive contributed to achieve a high common level of security of network and information systems within the Union to improve the

functioning of the internal market.

Specific objectives:

(i) Setting out of national frameworks (ii) Security requirements/incident

All Member States have a national cybersecurity notifications for OESs & DSPs

strategy in place and competent authorities in OESs and DSPs effectively manage risks posed
charge of the implementation of the Directive. to the security of network and information

There is need for improvement concerning: systems.

« public-private partnerships: There is need for improvement concerning:

* incentives for the private sector to invest in + the misalignment of security requirements and
security measures; and penalties across the Member States;
+ the implementation of risk assessment « the high incident notification thresholds; and

procedures. + the highly fragmented supervisory framework.

(iii) Cooperation at EU level

The Cooperation Group was effective in assisting
Member States in building capacity and exchanging

best practices and experiences.

The CSIRTs Network had a positive impact in
clarifying actors’ role and responsibilities within the

incident response process.

There is need for improvement concerning the

communication and collaboration between these two

entities. 26



Effectiveness

CAs, OESs, and DSPs respondents were asked ‘In your opinion, to what extent were the overall provisions laid down in the NIS Directive
effective for achieving its general objective (i.e. a high common level of security)?’. The histogram below shows the distribution of responses
to the CAs, OESs, and DSPs online surveys:

CAs OESs DSPs

| do not know
I To a great extent
I 7o a moderate extent
Not at all
[ To alimited extent
I To some extent
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Commission

Source: Targeted online survey conducted by Wavestone with CAs, OESs and DSPs. N for CAs=46; N for OESs=49; N for DSPs=9



Effectiveness — Additional sectors - CAS

CAs respondents were asked ‘In your opinion, to what extent should the below sectors, currently not in the scope of the Directive, be
considered to be included within a potentially expanded scope of the Directive, given their cybersecurity related risk profile?’. The
histogram below shows the distribution of responses to the CAs online surveys:

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Electricity generation 6%  ELANEL) 68% 13%
Emergency services | 10% = &L 19% 39% 26%
Public Administration | 7% 10% 26% 32% 19%
Wastewater 13% 10% EL el 42% 19%
Data centres and Content Delivery Networks (CDN) 16% BS%ENZ VI (5%
Food supply | 13% 3% I 77 N 26% Not at all
Waste management 16% 10% 2 16% 26% 26% To a limited extent
Heat production and supply 19% <) 18% 00 23% 19% | 23% Bl To some extent
I To a moderate extent
Post and delivery services 13% 16% 10% 29% 6% 26% I To a great extent
Elections (authorities, technology and process) 16% 10% 16% 16% 16% 26% I do not know
Broadcasting services 16% 13% 20% 19% 13% 19%
Chemicals 16% 13% 13% 16% 13% 29%
Trust services 32% ) 10% 0 10% 16% 26%
Insurance and reinsurance 32% 10% | Hob 13% 13% 22%
Manufacturing 26% 10% 16% 16% 0% 32%

> Kk
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Effectiveness — Additional sectors - OESs

OESs respondents were asked ‘In your opinion, to what extent should the below sectors, currently not in the scope of the Directive, be
considered to be included within a potentially expanded scope of the Directive, given their cybersecurity related risk profile?’. The

histogram below shows the distribution of responses to the OESs online surveys:
0%  10% 20% 30% 40% 50% 60% 70% 80%  90%  100%

Electricity generation [0 8EYEZ) 66% 17%

Data centres and Content Delivery Networks (CDN) 9% | P4 17% 58% 8%
Emergency services 8% Ll 50% 33%
Public Administration 9% 33% 25% 25%
Waste management 8% 42% 8% 42%
Elections (authorities, technology and process) 8% | ) 42% 42% Not at all
Post and delivery services 8% 9% | i 17% 25% 33% To a limited extent
8 To some extent
Wastewater 8% 25% 17% 25% 25% B To a moderate extent
Food supply 0% 25% 25% 17% 33% Il To agreat extent
) | do not know
Heat production and supply 17% 9% 33% 8% 25%
Chemicals 0% 16% 17% 17% 17% 33%
Trust services 17% 8% 25% 17% 16% 17%
Insurance and reinsurance 8% 17% 17% 17% 8% 33%
Broadcasting services 8% | LA 50% 0% 33%
Manufacturing 8% 17% 17% 33% 0% 25% e European
Commission

Source: Targeted online survey conducted by Wavestone with OESs. N for OESs=49
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Effectiveness — Additional types of DSPs -
CAsS

CAs respondents were asked ‘In your opinion, to what extent should the below types of digital service providers, currently not in the scope
of the Directive, be considered as part of Annex Il given their cybersecurity-related risk profile?’. The histogram below shows the distribution
of responses to the CAs online surveys:

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Data centres and content delivery networks 9% 27%

Not at all

To a limited extent
P To some extent
I To a moderate extent
I To a great extent

| do not know

Geolocation services | 13%

Social networks 23% 27% 13% 14%

% European 30

Source: Targeted online survey conducted by Wavestone with CAs. N for CAs=46 £ C .
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Effectiveness — Additional types of DSPs -
DSPs

DSPs respondents were asked ‘In your opinion, to what extent should the below types of digital service providers, currently not in the
scope of the Directive, be considered as part of Annex Ill given their cybersecurity-related risk profile?’. The histogram below shows the
distribution of responses to the DSPs online surveys:

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Geolocation services

Not at all
[ To a limited extent
P To some extent
I To a moderate extent
I To a great extent

| do not know

Social networks
0%

Data centres and content delivery networks

0%
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Effectiveness — Security requirements and
Incident notification - CAS

CAs respondents were asked ‘Thinking about the security requirements and the incident notification provisions laid down in Article 14 and
16 of the Directive, and according your experience, to what extent would you agree with the following statements?’. The histogram below
shows the distribution of responses to the CAs online surveys:

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

The imposition of security requirements
by the NIS Directive led to a higher
level of protection of OES and DSP

Strongly disagree
Somewhat disagree
[ Neither agree nor disagree
I somewhat agree
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application of the provisions regarding DSP across the EU
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Effectiveness — Security requirements and
Incident notification - OESS

OESs respondents were asked ‘To what extent would you agree with the following statements related to the security requirements and the
incident notification provisions laid down in Article 14 of the Directive?’. The histogram below shows the distribution of responses to the OESs
online surveys:
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Source: Targeted online survey conducted by Wavestone with OESs. N for OESs=49



Effectiveness — Security requirements and
Incident notification - DSPs

DSPs respondents were asked ‘To what extent would you agree with the following statements related to the security requirements and the
incident notification provisions laid down in Article 16 of the Directive?’. The histogram below shows the distribution of responses to the DSPs

online surveys:
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The security requirements imposed by the NIS Directive,
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information systems in an efficient manner
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order to manage their tasks effectively
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Source: Targeted online survey conducted by Wavestone with DSPs. N for DSPs=9
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Effectiveness - Light touch approach towards
DSPs

CAs and DSPs respondents were asked ‘Considering Article 17 of the NIS Directive in particular, to what extent do you consider the so-
called light-touch approach (i.e. ex-post supervisory powers) applied to digital service providers effective?’. The histogram below shows the
distribution of responses to the Cas and DSPs online survey:
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Efficiency - Costs @=

The criterion of efficiency evaluates whether the costs implied by the implementation of the NIS Directive are reasonable and proportionate to

the benefits achieved.

- . . Regarding the benefits, the NIS Directive ensured the
From the findings of the online surveys, it emerged that

. . . setting up of a horizontal framework for the security of
the administrative and compliance costs brought

: . networks and information systems at the EU level,
about by the NIS Directive was reasonable.

: : : . o triggering the implementation of security measures
During the in-depth interviews, the negative impact ggening P y

. . across the Member States and fostering collaboration
that the interviewees flagged as the most relevant when

. : . o and trust within the Union.
it comes to the implementation of the NIS Directive is

According to the results of the online surveys and the
the duplication of efforts, both in terms of human g y

. . ) in-depth interviews, the main benefit of the NIS
resources and time, to comply with different

L . N : _ Directive are the increased trust in the digital
legislation, which often implies having different g

. . . economy, the improved functioning of the internal
reporting authorities, timelines, and thresholds. y P J
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Efficiency — Compliance Costs - CASs

CAs respondents were asked ‘Considering the following compliance costs with the provisions of the NIS Directive, to what extent are they
significant for the competent authorities in your country?’. Among CAs, the set up and running of national CSIRTs emerged as the most
significant cost, followed by the establishment of the physical infrastructure ensuring secure information exchange. The histogram below shows the
distribution of responses to the CAs online survey.
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information on NIS threats
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*The median is a measure of where the center of a data set lies. The median was used as opposed to the mean to avoid that outliers in the sequence skewed . Commission
the average of the values.

*
;o



Efficiency — Compliance Costs - OESs

OESs respondents were asked ‘Considering the following compliance costs with the provisions of the NIS Directive, to what extent are they
significant for the competent authorities in your country?’. OESs reported that taking appropriate measures to prevent and minimise the impact of
incidents affecting the security of the network and information systems emerged as their major cost. The histogram below shows the distribution of

responses to the OESs online survey.
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6% 10%
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Take appropriate measures to prevent and minimise
the impact of incidents affecting the security of
the network and information systems

Notify, without undue delay, the competent authority
or the CSIRT of incidents having a substantial impact

Provide information enabling the competent
authority or the CSIRT to determine any
cross-border impact of the incident
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Source: Targeted online survey conducted by Wavestone with OESs. N for OESs=49.

*The median is a measure of where the center of a data set lies. The median was used as opposed to the mean to avoid that outliers in the sequence skewed

the average of the values.
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Efficiency — Compliance Costs - DSPs

DSPs respondents were asked ‘Considering the following compliance costs with the provisions of the NIS Directive, to what extent are they
significant for the competent authorities in your country?’. DSPs reported that taking appropriate measures to prevent and minimise the impact of
incidents affecting the security of the network and information systems emerged as their major cost. The histogram below shows the distribution of

responses to the DSPs online survey.

0%

Take technical and organisational measures that shall
ensure a level of security of network of information systems
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elements: the security systems and facilities; incident handling;
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the impact of incidents affecting the security of
the network and information systems

Provide information enabling the competent
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or the CSIRT of incidents having a substantial impact

Source: Targeted online survey conducted by Wavestone with DSPs. N for DSPs=9.
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