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Artificial Intelligence Act: A (giant) step In
the right direction

Much-needed proposal on Al

Eurosmart warmly welcomes the proposal for an Artificial Intelligence Act® -published on 21
April. The association has been advocating for years for EU requirements for Artificial
Intelligence (Al) systems. Eurosmart has particularly stressed the importance of the quality of
the datasets and the crucial need for cybersecurity — to prevent attacks on Al, such as data
poisoning.

The risk-based approach ensures that high-risk systems will have to comply with certain
requirements before being placed on the EU market. Data governance and cybersecurity are
among these requirements.

Excellent bridge to the Cybersecurity Act

Eurosmart appreciates very much that
the proposal clearly establishes a link  “The proposal for an Al Act shows once again that
to the Cybersecurity Act?. Al systems  the EU wants to have its own way of developing
that were already cybersecurity technologies. Eurosmart is particularly glad to see
certified in the context of the cypersecurity among the requirements. We cannot
Cybersecurity Act will benefit from a  wait to see the synergies with the Cybersecurity
presumption of conformity with the  Act.”

cybersecurity requirements of the Al Alban Feraud, President of Eurosmart
Act.

This link between the Al Act and the
Cybersecurity Act is an excellent demonstration of legal consistency. This will directly benefit

! Proposal for a Regulation laying down harmonised rules on artificial intelligence (Artificial Intelligence Act)
COM(2021) 206 final.

2 Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the
European Union Agency for Cybersecurity) and on information and communications technology cybersecurity
certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act) .
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companies that opted for a cybersecurity certification by ensuring that they do not have to
duplicate their efforts. This bridge could fuel the uptake of European cybersecurity
certification by companies. These are great news for the overall level of cybersecurity across
the EU.

Fostering innovation: Call for an Al Competence Centre

The proposed Al Act contains crucial provisions relating to innovation. Among those, it is
worth mentioning the Al regulatory sandboxes that Member States will be able to establish.
Eurosmart fully supports this initiative that will provide companies with an environment to
develop, test and validate innovative Al systems before they are placed on the market. In
parallel, the revised Coordinated Plan on Al confirms the Commission’s intentions to create
an Al lighthouse. This Al lighthouse should be a reference point for European research on Al,
gathering industry and academia.

Eurosmart welcomes these projects but insists on the need for an Al Competence Centre. An
Al Competence Centre would have broader missions and hence be more suitable to become
a reference point on Al. Such a structure could define the research and innovation priorities,
organise access to sensitive data, and work on standards and certification. This position was
further developed in an earlier position paper3.

3 Freely available at: https://www.eurosmart.com/europe-lacks-a-reference-point-for-artificial-intelligence/.
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About us

Eurosmart, the Voice of the Digital Security Industry, is a European non-profit association located in
Brussels, representing the Digital Security Industry for multisector applications. Founded in 1995, the
association is committed to expanding the world’s Digital secure devices market, developing smart
security standards and continuously improving the quality of security applications.

Our members

Members are designers or manufacturers of secure elements, semiconductors, smart cards, systems
on chip, High Security Hardware and terminals, biometric technology providers, system integrators,
secure software and application developers and issuers. Members are also involved in security
evaluation as laboratories, consulting companies, research organisations, and associations.

Eurosmart members are companies (BCA, Bureau Veritas, CYSEC, Fingerprint Cards, G+D Mobile
Security, GS TAG, IDEMIA, IN GROUPE, Infineon Technologies, Inside Secure, Nedcard, NXP
Semiconductors, +ID, PayCert, Prove & Run, Qualcomm, Real Casa de la Moneda, Samsung, Sanoia,
Sarapis, SGS, STMicroelectronics, Thales, Tiempo Secure, Toshiba, Trusted Objects, WISekey,
Winbond, Xilinx), laboratories (Brightsight, Cabinet Louis Reynaud, CCLab, CEA-Leti, Jtsec, Keolabs,
Red Alert Labs, Serma,), consulting companies (Internet of Trust, Trust CB), research organisations
(Fraunhofer AISEC, Institut Mines-Telecom - IMT, ISEN - Institut Supérieur de I’Electronique et du
Numérique Toulon), associations (SCS Innovation cluster, Smart Payment Association, SPAC,
Mobismart, Danish Biometrics).

Eurosmart is member of several European Commission’s groups of experts: Radio Equipment Directive,
eCall, Multistakeholder platform for ICT standardisation, and Product Liability.

Eurosmart and its members are also active in many other security initiatives and umbrella
organisations at EU-level, like CEN-CENELEC, ECIL, ETSI, ECSO, ESIA, ETSI, GP, ISO, SIA, TCG and others.
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