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NIS 2: Mandatory certification should not
be discarded

Eurosmart has long been advocating for mandatory cybersecurity certification of specific products
used by Operators of Essential Services and Digital Service Providers (NIS 1), now called essential and
important entities (NIS 2). Cybersecurity certification ensures that products resist a given level of
cyber-attacks. Such a level needs to be high in the case of essential and important entities, given the
crucial role they play in our society.

The Cybersecurity Act creates a valuable framework for the development of European cybersecurity
certification schemes. European cybersecurity certification at level high is the only effective way to
strengthen the robustness and the cyber resilience of these critical entities. This framework delivers
cross-border consistency in evaluation tests and methodologies for security requirements supported
by ENISA and legally adopted by the Commission and the Member States.

European cybersecurity certification is a matter of digital sovereignty: it ensures that our European
companies are adequately protected, also meaning that citizens and companies’ data are protected
from malicious interference.

Our association warmly welcomed the Commission’s proposal for a revised NIS Directive. Article 21 of
the proposal states that Member States “may require” essential and important entities to certify
certain ICT products using a European certification scheme. It also stipulates that the Commission is
empowered to adopt delegated acts on mandatory certification.

The draft report currently discussed within the ITRE Committee! , rapporteur for NIS 2, discards this
possibility for Member States to require certification. The report opted for purely voluntary
certification.

Eurosmart believes that this goes against the initial objective of the NIS directive, which is to enhance
the overall level of cybersecurity of essential and important entities. The proposal from the
Commission lays down a flexible provision - stating that Member States “may require” certification.
This is a balanced approach in our views.

103/05/2021 — ITRE Draft Report on the proposal for a directive of the European Parliament and of the Council on
measures for a high common level of cybersecurity across the Union, repealing Directive (EU) 2016/1148
(COM(2020)0823 - €9-0422/2020 - 2020/0359(COD))



https://www.europarl.europa.eu/doceo/document/ITRE-PR-692602_EN.pdf
https://www.europarl.europa.eu/doceo/document/ITRE-PR-692602_EN.pdf
https://www.europarl.europa.eu/doceo/document/ITRE-PR-692602_EN.pdf

On the broader front, EU legislative corpus dealing cybersecurity should seek to make the best use
of the European Cybersecurity certification framework.

NIS 2 forms part of the EU’s Cybersecurity Strategy in the Digital Decade?, adopted on 16 December
2020; it aims at strengthening collective capabilities to respond to major cyberattacks.
Margrethe Vestager, Executive Vice-President for a Europe Fit for the Digital Age, expressed EU’s
ambitions to enhance the cyber resilience of the continent: “The digital transformation is accelerating,
but can only succeed if people and businesses can trust that the connected products and services - on
which they rely — are secure.” With this aim in mind, Europe should make the best use of already
existing tools such as the EU cybersecurity certification and the EU standardisation approach to protect
its critical assets.

EU Cybersecurity certification is the best way to provide a consistent cybersecurity approach among
the Member States; it guarantees at the same time the respect of EU’s fundamental values of security
and privacy. Therefore, Eurosmart actively contributes to the Commission effort in developing new
cybersecurity schemes, evaluations methods, and harmonised standards. For the sake of cybersecurity
and digital sovereignty, it is necessary to go back to the initial version of Article 21 of the NIS 2 proposal.

20n 16 December 2020, the European Commission and the High Representative of the Union for Foreign Affairs and
Security Policy presented a new EU Cybersecurity Strategy.
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https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=72164

About us

Eurosmart, the Voice of the Digital Security Industry, is a European non-profit association located in
Brussels, representing the Digital Security Industry for multisector applications. Founded in 1995, the
association is committed to expanding the world’s Digital secure devices market, developing smart
security standards and continuously improving the quality of security applications.

Our members

Members are designers or manufacturers of secure elements, semiconductors, smart cards, systems
on chip, High Security Hardware and terminals, biometric technology providers, system integrators,
secure software and application developers and issuers. Members are also involved in security
evaluation as laboratories, consulting companies, research organisations, and associations.

Eurosmart members are companies (BCA, Bureau Veritas, CYSEC, Fingerprint Cards, G+D Mobile
Security, IDEMIA, IN GROUPE, Infineon Technologies, NXP Semiconductors, PayCert, Prove & Run,
Qualcomm, Real Casa de la Moneda, Samsung, Sanoia, Sarapis, SGS, STMicroelectronics, Thales,
Tiempo Secure, Toshiba, Trusted Objects, WISekey, Winbond, Xilinx), laboratories (Brightsight,
Cabinet Louis Reynaud, CCLab, CEA-Leti, Jtsec, Keolabs, Red Alert Labs, Serma,), consulting
companies (Internet of Trust, Trust CB), research organisations (Fraunhofer AISEC, Institut Mines-
Telecom - IMT, ISEN - Institut Supérieur de I'Electronique et du Numérique Toulon), associations (SCS
Innovation cluster, Smart Payment Association, SPAC, Mobismart, Danish Biometrics).

Eurosmart is member of several European Commission’s groups of experts: Radio Equipment Directive,
eCall, Multistakeholder platform for ICT standardisation, and Product Liability.

Eurosmart and its members are also active in many other security initiatives and umbrella
organisations at EU-level, like CEN-CENELEC, ECIL, ETSI, ECSO, ESIA, ETSI, GP, ISO, SIA, TCG and others.
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