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Secure identity proofing:
ETSI delivers a missing block
In the elDAS framework

ETSI recently published a technical specification on identity proofing
in the context of eIDAS trust services®. This document was prepared
by its ESI technical committee, supported by a Specialist Task Force
(STF 588).

This technical specification answers a security gap in the current
elDAS framework for trust services. It lays down requirements to
guarantee the identity of a trust service user. Concretely, identity
proofing takes place when the user registers to benefit from a trust
service (e.g. when applying for an eSignature) where the trust service
provider needs to verify the identity of the applicant/user. Currently,
trust service providers implement very different ways of verifying
identities, some being more secure than others. This is the security
gap that ETSI addresses.

Eurosmart has been actively contributing to the preparation of this
document within ETSI TC ESI. The technical specification envisages
the use of several types of evidence: physical or digital identity
documents, elD means or digital signature means. For each of those
means, ETSI considers the corresponding risks and proposes
safeguards.

“Identity fraud is a real threat in the world of
trust services. This endangers the trust citizens

LETSI TS 119 461, v1.1.1, Policy and security requirements for trust service
components providing identity proofing of trust service subjects, July 2021.
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can have in the entire eIDAS ecosystem. ETSI’s
technical specification is much welcome in this
respect. It is particularly timely with the ongoing
revision of elDAS, which introduces new trust
services, in particular electronic attestation of
attributes. These attributes will be fed into the
European Digital Identity Wallets; hence identity
proofing becomes even more crucial.”

Alban Feraud, President of Eurosmart

Eurosmart would like to thank the members of STF 588, ETSI TC ESI’s
convenors and all members of the working group for the fruitful
discussions.

This is only the first version of the document. Eurosmart will be
pleased to work on further improving the technical specification.

Eurosmart believes that collaboration with CEN-CENELEC JTC13 WG1
is necessary for this work and the future ones related to eIDAS2. ETSI
ESI and CEN-CENELEC JTC13 WG1 have complementary expertise on
various aspects of elDAS. It is important to create a bridge between
these two working groups to leverage the full spectrum of expertise.
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About us

Eurosmart, the Voice of the Digital Security Industry, is a European non-profit association located in
Brussels, representing the Digital Security Industry for multisector applications. Founded in 1995, the
association is committed to expanding the world’s Digital secure devices market, developing smart
security standards and continuously improving the quality of security applications.

Our members

Members are designers or manufacturers of secure elements, semiconductors, smart cards, systems
on chip, High Security Hardware and terminals, biometric technology providers, system integrators,
secure software and application developers and issuers. Members are also involved in security
evaluation as laboratories, consulting companies, research organisations, and associations.

Eurosmart members are companies (BCA, Bureau Veritas, CYSEC, Fingerprint Cards, G+D Mobile
Security, IDEMIA, IN GROUPE, Infineon Technologies, NXP Semiconductors, PayCert, Prove & Run,
Qualcomm, Real Casa de la Moneda, Samsung, Sarapis, SGS, STMicroelectronics, Synopsys, Thales,
Tiempo Secure, Trusted Objects, TrustCB, WISekey, Winbond, Xilinx), laboratories (Brightsight,
Cabinet Louis Reynaud, CCLab, CEA-Leti, Jtsec, Keolabs, Red Alert Labs, Serma), consulting companies
(Internet of Trust), research organisations (Fraunhofer AISEC, Institut Mines-Telecom - IMT, ISEN -
Institut Supérieur de I’Electronique et du Numérique Toulon), associations (SCS Innovation cluster,
Smart Payment Association, SPAC, Mobismart, Danish Biometrics).

Eurosmart is a member of several European Commission’s groups of experts: Radio Equipment
Directive, eCall, Multistakeholder platform for ICT standardisation, and Product Liability.

Eurosmart and its members are also active in many other security initiatives and umbrella
organisations at EU-level, like CEN-CENELEC, ECIL, ETSI, ECSO, ESIA, GlobalPlatform, ISO, SIA, TCG,
Trusted Connectivity Alliance and others.
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